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Hi, Dustin,
 
These are received together with TWG meeting notes. Please forward to internal PQC.
 
Thanks,
 
Lily
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Based on a quick review of the proposals for the NIST post-quantum process, it appears that there are two classes of submission types depending on whether or not they are based on well-studied cryptographic primitives (i.e., schemes based on hashing, lattices, coding theory, and multivariate quadratic equations). This note provides NSA’s high level considerations and suggested approach, and is not meant to comment on specific proposals or practical efficiency.

Algorithms based on well-studied cryptographic primitives

Each of these cryptographic primitives has a long history of analysis for a significant number of schemes and the security profile of the underlying cryptographic primitive for many of these designs is well understood. That being said, it is still possible that any particular design may contain vulnerabilities or bad parameters selected for these primitives. The fact that an algorithm has a weakness should not be extrapolated as a weakness for other designs built on similar cryptographic primitives. Each design based upon a well-studied cryptographic primitive deserves its own analysis – barring a significant change in our collective understanding of the cryptographic primitive itself.

Algorithms not based on well-studies cryptographic primitives

There are a number of proposals based on cryptographic primitives that have received less attention than the major primitives discussed above. We suggest that a cryptographic primitive that underlies only a single proposal is likely not understood enough to use as a basis for security standardization as it suggests there is not a critical mass of researchers examining the problem. Some of these proposals involve particularly exotic or niche areas of mathematics, at least from the cryptographic viewpoint. We recommend that these receive low priority. If there is a general community surge of interest in a particular design it may be re-prioritized now or revisited in some future standardization effort, but the lack of competing proposals based on a specific problem typically indicates either a lack of sufficient understanding or a broad lack of confidence.

General validation concern

We have a general concern about the difficulty level for validating proposal implementations. For example, if an algorithm depends upon a non-uniform random distribution, it may be impractical to validate an implementation. We believe – at some point – this may be a significant concern that should be discussed among the participants and considered as NIST makes decisions in this process.


